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Abstract 

This paper delves into the dynamic interplay between criminal identification practices and the 

right to privacy within the Indian context. With rapid technological advancements and the 

widespread adoption of biometric and surveillance technologies, there is a pressing need to 

evaluate the impact on individual privacy rights in the realm of criminal investigations. The study 

aims to examine the existing legal framework, scrutinize specific instances of criminal 

identification, and propose measures for achieving a harmonious balance between law 

enforcement imperatives and the protection of privacy rights in India. 

 

Chapter 1: Introduction 

1.1 Background 

   1.1.1 Historical overview of criminal identification in India 

Criminal identification in India has a rich historical backdrop deeply rooted in traditional methods 

such as eyewitness accounts, community-based vigilance, and local policing. Over the years, this 

traditional approach has evolved, incorporating advancements in forensic science and 

technology. The earliest documented instances of criminal identification in India date back to the 

ancient legal systems, where physical attributes and personal markers were used to distinguish 

individuals. 

The British colonial era introduced formalized methods of criminal identification, with the 

establishment of fingerprinting as a significant breakthrough. Fingerprinting became a 

cornerstone in criminal investigations, setting the foundation for a more systematic approach to 

identification. Post-independence, India continued to rely on these traditional methods, gradually 

adapting to modern technologies as they became available. 

   1.1.1 Emergence of technology in Indian law enforcement 

In recent decades, technology has become a transformative force in Indian law enforcement 
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practices. The adoption of digital tools and biometric technologies has streamlined criminal 

identification processes, promising more accurate and efficient outcomes. The introduction of the 

Aadhaar system, a unique identification project, exemplifies the government's commitment to 

leveraging technology for administrative and law enforcement purposes. 

Moreover, surveillance technologies, such as closed-circuit television (CCTV) cameras and 

drones, have proliferated across public spaces, aiding law enforcement agencies in monitoring 

and preventing criminal activities. The integration of these technologies raises critical questions 

about the balance between maintaining public safety and safeguarding individual privacy. 

As India stands at the crossroads of technological evolution and legal tradition, it is crucial to 

examine how criminal identification practices have evolved and the implications they hold for 

the right to privacy. This dissertation seeks to explore this intersection, offering a comprehensive 

analysis of the historical context and the contemporary landscape of criminal identification in 

India. 

The subsequent chapters will delve deeper into the legal frameworks, technological 

advancements, and ethical considerations surrounding criminal identification and the right to 

privacy in the Indian context. This exploration aims to provide a foundation for understanding 

the complexities inherent in this dynamic relationship, laying the groundwork for informed 

discussions and policy recommendations. 

1.2 Statement of the Problem 

Advancements in technology have revolutionized the landscape of criminal identification in 

India, ushering in a new era of efficiency and accuracy in law enforcement practices. However, 

this progress is not without its challenges, particularly concerning the fundamental right to 

privacy. The problem statement aims to delineate key issues arising from the intersection of 

technological advancements in criminal identification and the imperative to protect individual 

privacy rights within the Indian legal framework. 

   1.2.1 Technological advancements and the potential threat to privacy rights 

While technological advancements have undoubtedly enhanced law enforcement capabilities, 

they also pose significant challenges to privacy rights in India. The widespread adoption of 

biometric and surveillance technologies raises concerns about the erosion of privacy, data 

protection, and civil liberties. Biometric data, including fingerprints, iris scans, and facial images, 

are inherently sensitive and unique identifiers that can be exploited for intrusive surveillance and 

profiling purposes. 

One of the primary concerns is the indiscriminate collection, storage, and sharing of biometric 
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data by government agencies and private entities. The lack of robust regulatory frameworks and 

oversight mechanisms leaves biometric databases vulnerable to misuse, unauthorized access, and 

data breaches. Moreover, the integration of biometric systems into various aspects of daily life, 

including Aadhaar authentication, financial transactions, and social welfare programs, 

exacerbates the risks of identity theft, identity fraud, and privacy violations. 

Furthermore, the deployment of surveillance technologies in public spaces raises concerns about 

mass surveillance, social control, and the erosion of anonymity. CCTV cameras, facial 

recognition systems, and other surveillance tools enable continuous monitoring and tracking of 

individuals' movements and activities without their knowledge or consent. This pervasive 

surveillance undermines individuals' right to privacy and freedom of expression, fostering a 

climate of suspicion and surveillance that threatens democratic values and principles. 

Additionally, the inherent biases and inaccuracies in biometric and facial recognition algorithms 

exacerbate the risks of discrimination and wrongful targeting, particularly against marginalized 

and vulnerable communities. Studies have shown that these technologies often exhibit racial, 

gender, and ethnic biases, leading to disproportionate surveillance and enforcement actions 

against certain demographic groups. This perpetuates existing inequalities and injustices within 

the criminal justice system, reinforcing systemic discrimination and undermining trust in law 

enforcement authorities. 

In light of these challenges, it is imperative to address the ethical, legal, and social implications 

of technological advancements in criminal identification and develop robust frameworks for 

protecting privacy rights and civil liberties in India. This requires comprehensive legislative 

reforms, stringent data protection measures, and enhanced transparency and accountability 

mechanisms to ensure that the benefits of technology are balanced with respect for fundamental 

rights and freedoms. 

1.2.2 Need for a nuanced understanding of the Indian legal landscape 

The legal landscape in India is characterized by a delicate balance between individual rights and 

societal interests. While the Constitution guarantees the right to privacy as a fundamental right, 

the practical implications of this right in the context of evolving criminal identification methods 

need to be meticulously examined. There exists a need for a nuanced understanding of existing 

legal provisions, their interpretation, and potential gaps in addressing the challenges posed by 

technological advancements. 

This study acknowledges the complexity of the Indian legal landscape and seeks to address the 

gaps in understanding how current laws and regulations intersect with emerging technologies in 

criminal identification. A comprehensive analysis is imperative to inform policymakers, legal 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|March 2024 
ISSN: 2582-6433 

 

 

 

Page | 8  
 

 

 

practitioners, and the general public about the potential ramifications of these advancements on 

privacy rights. 

As the dissertation progresses, it will delve into these issues in greater detail, examining the 

current legal framework, and specific instances of criminal identification, and proposing 

recommendations for a balanced approach that upholds both the imperatives of law enforcement 

and the right to privacy of individuals in India. 

1.3 Objectives of the Study 

This section outlines the specific aims and goals of the dissertation, providing a roadmap for the 

comprehensive analysis of the interplay between criminal identification methods and the right to 

privacy in the Indian context. 

   1.3.1 Analyze current criminal identification methods in India1 

Criminal identification methods in India have evolved significantly over the years, propelled by 

advancements in technology and the increasing need for effective law enforcement. This section 

provides a detailed examination of the various methods currently employed for identifying 

criminals in the country, along with their implications, challenges, and potential future 

developments. 

1. Biometric Technologies: 

Biometric identification methods have gained widespread adoption in India due to their 

accuracy and reliability. The primary biometric modalities utilized include fingerprints, 

iris scans, and facial recognition. 

 Fingerprint Recognition: Fingerprint recognition has a long-established history in 

criminal identification and remains one of the most widely used biometric methods in 

India. Law enforcement agencies employ Automated Fingerprint Identification Systems 

(AFIS) to match fingerprints obtained from crime scenes with those stored in databases. 

Despite its effectiveness, challenges such as incomplete or smudged fingerprints can 

hinder accurate identification. 

 Iris Scanning: Iris scanning has gained prominence with the implementation of the 

Aadhaar system, which utilizes iris scans for unique identification purposes. Iris scans 

offer high accuracy and uniqueness, but concerns regarding privacy and data security 

persist, especially given the centralized storage of biometric data. 

                                                      
1 Identification by witness: In criminal justice system,SSC 
https://www.scconline.com/blog/post/2021/06/07/criminal-justice-system/ 
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 Facial Recognition: Facial recognition technology is increasingly being deployed by law 

enforcement agencies for identifying suspects from images and videos. The National 

Crime Records Bureau (NCRB) has initiated the National Automated Facial Recognition 

System (AFRS) to aid in criminal identification. However, facial recognition systems 

raise significant ethical and privacy concerns, including potential biases and mass 

surveillance implications. 

2. Surveillance Technologies: 

Surveillance technologies play a crucial role in criminal identification and law enforcement 

efforts in India. Closed-circuit television (CCTV) cameras are extensively deployed in 

public spaces, transportation hubs, and government buildings for monitoring and 

surveillance purposes. CCTV footage is often used by law enforcement agencies to track 

and identify suspects involved in criminal activities. However, concerns regarding 

privacy violations and the indiscriminate use of surveillance cameras have been raised. 

In addition to CCTV cameras, advanced surveillance technologies such as drones and body-

worn cameras are being increasingly utilized. Drones provide aerial surveillance 

capabilities, aiding in tracking suspects and monitoring large-scale events. Body-worn 

cameras worn by law enforcement officers serve as a means of recording interactions 

with the public, providing valuable evidence in criminal investigations. However, the 

deployment of drones and body-worn cameras raises concerns regarding privacy, 

surveillance, and data protection. 

 

   1.3.2 Impact of the right to privacy2 

In the context of criminal identification and law enforcement practices in India, the right to 

privacy plays a pivotal role in shaping policies, regulations, and public discourse. This section 

delves into the multifaceted impact of the right to privacy on criminal identification methods, 

exploring its implications for individuals, law enforcement agencies, and society as a whole. 

1. Individual Rights and Freedoms: 

The right to privacy is enshrined as a fundamental right under Article 21 of the Indian 

Constitution, which guarantees the protection of life and personal liberty. As such, 

individuals have the inherent right to privacy, encompassing aspects such as bodily 

integrity, personal autonomy, and informational privacy. In criminal identification 

                                                      
2 The Criminal Procedure (Identification) Bill, 2022 and the Right to Privacy, SSC 
https://www.scconline.com/blog/post/2022/04/01/the-criminal-procedure-identification-bill-2022-and-the-
right-to-privacy/ 
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methods, the right to privacy safeguards individuals from unwarranted intrusion by the 

state and ensures that their personal information is protected from unauthorized access 

and misuse. 

However, the increasing use of biometric and surveillance technologies in criminal 

identification raises concerns regarding the erosion of privacy rights. Biometric data, 

including fingerprints, iris scans, and facial images, are inherently personal and sensitive 

information, the misuse of which can lead to identity theft, surveillance, and 

discrimination. Similarly, the widespread deployment of surveillance cameras and other 

monitoring technologies encroaches upon individuals' privacy in public spaces, raising 

questions about the balance between security concerns and individual freedoms. 

2. Ethical Considerations and Human Dignity: 

The right to privacy is closely intertwined with broader ethical considerations and principles 

of human dignity. Privacy safeguards individuals' dignity by allowing them to exercise 

control over their personal information and autonomy over their bodies. In the context 

of criminal identification, respecting individuals' privacy rights is essential to uphold 

their dignity and prevent arbitrary or intrusive state intervention. 

Moreover, the indiscriminate use of invasive identification methods, such as biometric 

surveillance and mass data collection, can undermine trust in law enforcement agencies 

and erode public confidence in the justice system. Transparency, accountability, and 

adherence to ethical principles are therefore paramount in ensuring that criminal 

identification practices respect individuals' rights and dignity. 

3. Legal Protections and Regulatory Frameworks: 

The right to privacy is not absolute and may be subject to limitations in certain 

circumstances, such as national security or public safety concerns. However, any 

restrictions on privacy rights must be proportionate, necessary, and prescribed by law to 

prevent abuse of power and ensure accountability. 

In India, the legal framework governing the right to privacy is evolving, with landmark 

judgments such as the Puttaswamy case affirming privacy as a fundamental right. The 

introduction of data protection legislation, such as the Personal Data Protection Bill, 

aims to regulate the collection, processing, and storage of personal data, including 

biometric information, thereby enhancing individuals' privacy rights and holding 

organizations accountable for data breaches and privacy violations. 

4. Societal Implications and Public Discourse: 

The impact of the right to privacy extends beyond legal and regulatory frameworks to shape 

http://www.ijlra.com/


www.ijlra.com 

Volume 2 Issue 7|March 2024 
ISSN: 2582-6433 

 

 

 

Page | 11  
 

 

 

societal attitudes, norms, and values. Public discourse surrounding privacy rights and 

criminal identification methods influences policy decisions, technological 

developments, and public trust in law enforcement. 

Engaging in informed public debates and promoting awareness of privacy rights are essential 

to foster a culture of privacy consciousness and hold authorities accountable for 

respecting individuals' privacy. Civil society organizations, media outlets, and advocacy 

groups play a crucial role in amplifying voices and advocating for the protection of 

privacy rights in the context of criminal identification practices. 

In conclusion, the right to privacy constitutes a cornerstone of democratic governance and 

individual freedoms, with far-reaching implications for criminal identification methods in India. 

Upholding privacy rights is essential to ensure the ethical, legal, and societal legitimacy of 

criminal identification practices and maintain public trust in law enforcement agencies. Striking 

a balance between security imperatives and privacy concerns requires a nuanced approach that 

respects individuals' rights, promotes transparency, and fosters accountability in the criminal 

justice system. 

 

Chapter 2: Legal Framework in India 

Legal Framework in India provides a comprehensive examination of the constitutional and 

legislative provisions that govern criminal identification and privacy rights in the country. This 

chapter delves into the constitutional principles enshrined in the Indian Constitution, such as the 

right to privacy and the right to life and personal liberty, and explores how these principles 

intersect with the evolving landscape of technology in law enforcement. Additionally, it analyzes 

the existing legislative framework, including relevant statutes, regulations, and judicial 

interpretations, to assess the adequacy of legal safeguards in protecting individual privacy rights 

amidst advancements in criminal identification methods. Through a detailed examination of the 

legal landscape, this chapter aims to provide insights into the strengths, weaknesses, and gaps in 

the current framework and sets the stage for the subsequent chapters' discussions on 

contemporary identification methods, their impact on privacy, and recommendations for a 

balanced approach. 

2.1 Constitutional Provisions 

   2.1.1 Right to Privacy in the Indian Constitution3 

                                                      
3 Article 21 in Constitution of India, indiankanoon, Article 21 in Constitution of India (indiankanoon.org)  
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The right to privacy, although not explicitly mentioned in the Indian Constitution, has been 

interpreted and recognized as a fundamental right by the Indian judiciary. Several provisions of 

the Constitution implicitly safeguard the right to privacy, particularly Article 21, which 

guarantees the right to life and personal liberty. Over the years, judicial interpretations and 

landmark judgments have affirmed the constitutional protection of privacy rights in India. 

One of the most significant cases that solidified the right to privacy in India is the K.S. 

Puttaswamy v. Union of India 4 case, commonly known as the Aadhaar case. In this landmark 

judgment in 2017, the Supreme Court of India declared that the right to privacy is intrinsic to 

Article 21 and is a part of the fundamental rights guaranteed under the Indian Constitution. The 

court held that privacy is a core value that lies at the heart of the Constitution and is essential for 

the meaningful exercise of other rights and freedoms. 

Furthermore, Article 19(1)(a) 5of the Constitution, which guarantees the freedom of speech and 

expression, implicitly protects aspects of privacy such as the freedom of thought and conscience. 

Additionally, Article 20(3) 6safeguards against self-incrimination, which has implications for 

privacy during interrogation and criminal proceedings. 

In light of technological advancements and evolving modes of surveillance, the Indian judiciary 

has continuously adapted its interpretation of privacy rights to address contemporary challenges. 

For instance, in Justice K.S. Puttaswamy (Retd.) v. Union of India (2019)7, the Supreme Court 

recognized the need for a robust data protection regime to safeguard individual privacy in the 

digital age. 

Overall, while the Indian Constitution may not expressly enumerate the right to privacy, its 

implicit recognition and the jurisprudence developed by the judiciary underscore the significance 

of privacy as a fundamental right essential for the protection of individual dignity, autonomy, and 

liberty. 

Constitutional Provisions: 

Article 21 - Right to Life and Personal Liberty: 

Article 21 of the Indian Constitution states, "No person shall be deprived of his life or personal 

liberty except according to the procedure established by law." The expansive language of this 

                                                      
4 Case Summary: Justice K. S. Puttaswamy (Retd.) vs. Union of India, 2017, lawlex, Case Summary: Justice K. S. 
Puttaswamy (Retd.) vs. Union of India, 2017 - LawLex.Org 
 
5 Article 19 in Constitution of India - Indian Kanoon 
 
6 Article 20(3) in Constitution of India - Indian Kanoon 
 
7 Justice K.S.Puttaswamy(Retd) vs Union Of India on 26 September, 2018 (indiankanoon.org) 
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https://lawlex.org/lex-bulletin/case-summary-k-s-puttaswamy-retd-v-s-union-of-india-2017/18929
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article has been the canvas upon which the judiciary has painted the right to privacy. The Supreme 

Court, through various judgments, has interpreted the right to life not merely as an animal 

existence but as a life with dignity, encompassing the right to privacy as an essential facet. 

Landmark Legal Cases Shaping the Right to Privacy: 

Kharak Singh v. State of Uttar Pradesh (1962):8 

This seminal case marked the early acknowledgment of the right to privacy. While the court, in 

its majority decision, did not explicitly recognize privacy as a fundamental right, Justice Subba 

Rao's dissenting opinion laid the groundwork. He articulated that the right to personal liberty 

under Article 21 includes the right to privacy, emphasizing the need to protect individuals from 

unwarranted surveillance. 

Golaknath v. State of Punjab (1967):9 

In the Golaknath case, the Supreme Court asserted the inviolable nature of fundamental rights, 

including the Right to Privacy, by stating that these rights cannot be amended or abridged by the 

Parliament. This decision set the stage for future judgments that would expound upon and 

strengthen the constitutional protections for individual liberties. 

Justice K.S. Puttaswamy (Retd.) v. Union of India (2017):10 

At a watershed moment, this case unequivocally recognized the right to privacy as a fundamental 

right under the Constitution. The unanimous judgment emphasized that privacy is integral to the 

dignity and autonomy of an individual. The court acknowledged that the right to privacy includes 

the right to be let alone, the right to confidentiality, and the right to control the dissemination of 

personal information. 

Justice K.S. Puttaswamy (Retd.) v. Union of India (2017): Right to Privacy in Digital Age: 

Building upon the Puttaswamy case, this subsequent judgment specifically addressed privacy 

concerns in the digital age. It underscored the importance of protecting personal data in the era 

of advanced technology and highlighted the government's responsibility to implement robust data 

protection measures. 

Analyzing these cases provides a nuanced understanding of how the judiciary in India has 

grappled with and reinforced the right to privacy, setting the stage for a comprehensive 

examination of its implications in the context of criminal identification methods. 

This chapter lays the foundation for subsequent discussions by establishing the constitutional 

underpinnings of the right to privacy and elucidating how legal precedents have shaped its 

                                                      
8 Kharak Singh vs The State Of U. P. & Others on 18 December, 1962 (indiankanoon.org) 
9 I. C. Golaknath & Ors vs State Of Punjab & Anrs.(With Connected ... on 27 February, 1967 (indiankanoon.org) 
10 Justice K.S.Puttaswamy(Retd) vs Union Of India on 26 September, 2018 (indiankanoon.org) 
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interpretation and protection in India. The exploration of landmark cases sets the stage for an in-

depth analysis of how these constitutional provisions intersect with the evolving landscape of 

criminal identification practices in the country. 

2.2 Legislative Framework 

   2.2.1 Data Protection Laws in India 

In response to the growing importance of data privacy in the digital age, India has taken steps to 

enact comprehensive data protection laws. The landmark legislation in this regard is the Personal 

Data Protection Bill (PDPB), which aims to regulate the processing of personal data by both 

government and private entities. The bill draws inspiration from global frameworks such as the 

General Data Protection Regulation (GDPR) and incorporates principles such as data 

minimization, purpose limitation, and accountability. Once enacted, the PDPB is expected to 

establish a robust regulatory framework for the collection, processing, and storage of personal 

data, thereby enhancing the protection of individual privacy rights. Additionally, India also has 

the Information Technology (Reasonable Security Practices and Procedures and Sensitive 

Personal Data or Information) Rules, 2011, which impose obligations on entities handling 

sensitive personal data or information. These laws reflect India's commitment to safeguarding 

data privacy and ensuring the responsible handling of personal information in the digital 

ecosystem. 

The Personal Data Protection Bill (PDPB): A Paradigm Shift11 

The PDPB represents a significant stride toward fortifying data protection in India. Introduced in 

the Parliament in 2019, the bill aims to regulate the processing of personal data and establish a 

framework for the rights and responsibilities of both data principals (individuals) and data 

fiduciaries (entities processing data). 

One of the foundational principles of the PDPB is the emphasis on obtaining informed and valid 

consent for processing personal data. The bill outlines specific conditions for obtaining and 

processing data, ensuring that individuals have a clear understanding of how their information 

will be used. Additionally, the PDPB introduces a slew of rights for data subjects, including the 

right to access their data, the right to correct inaccuracies, and the right to be forgotten. 

The bill also addresses the unique challenges associated with sensitive personal data, such as 

biometric information. Special provisions have been proposed to regulate the processing of 

sensitive personal data, imposing stricter obligations on entities handling such information. 

                                                      
11 The Personal Data Protection Bill, 2019 
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Importantly, the PDPB introduces the concept of a Data Protection Authority of India (DPA), an 

independent regulatory body tasked with overseeing and enforcing data protection laws. The 

DPA is envisioned as a crucial institution that will play a pivotal role in ensuring compliance and 

addressing violations. 

However, it's crucial to note that the PDPB was still under discussion as of my last knowledge 

update. The legislative process involves debates, amendments, and potential revisions. 

Stakeholders from various sectors, including industry experts, civil society, and policymakers, 

are actively engaged in shaping the final form of the legislation. 

Information Technology (Reasonable Security Practices and Procedures and 

Sensitive Personal Data or Information) Rules, 2011:  

While awaiting the enactment of the PDPB, India does have certain data protection provisions 

under the Information Technology Act, of 2000. The Information Technology (Reasonable 

Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011, 

framed under the existing legislation, lay down requirements for entities handling sensitive 

personal data. 

These rules prescribe standards for entities to follow in handling sensitive personal data and 

emphasize the implementation of reasonable security practices and procedures. While not as 

comprehensive as the PDPB, these rules set a foundation for responsible data handling practices 

and contribute to the protection of individual privacy. 

In conclusion, India is in the process of ushering in a new era of data protection with the imminent 

passage of the PDPB. The proposed legislation reflects a commitment to aligning data protection 

practices with global standards while addressing the unique challenges of the Indian context. As 

the legislative landscape evolves, stakeholders need to stay abreast of developments to navigate 

the dynamic intersection of technology, privacy, and legal frameworks. 

   2.2.2 Relevant provisions in criminal procedure and evidence laws 

The legislative landscape governing criminal procedure and evidence laws in India plays a pivotal 

role in shaping the dynamics between law enforcement imperatives and the protection of 

individual privacy rights. This section examines the relevant sections within the Criminal 

Procedure Code (CrPC) and evidence laws that define and regulate criminal identification 

practices. 

Criminal Procedure Code (CrPC): 

The CrPC, a foundational legal document, provides the procedural framework for criminal 

investigations and trials in India. Within its provisions lie key elements that intricately connect 
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criminal identification with the right to privacy. 

Identification Parade Procedures: 

Sections 54 to 60 of the CrPC lay down the legal procedures governing identification parades. 

An identification parade is a crucial aspect of criminal investigations, allowing witnesses to 

identify the accused. However, the implementation of identification procedures must delicately 

balance the need for effective law enforcement with safeguarding individual rights, including the 

right to privacy. 

Section 54 12outlines the procedure for identification parades, emphasizing the importance of 

fairness and transparency. Sections 55 to 60 delve into the details of how parades should be 

conducted, the role of the Magistrate, and the rights of the accused during the process. This legal 

framework strives to ensure that identification procedures are conducted with precision and 

fairness, minimizing the risk of misidentification and respecting the dignity and privacy of the 

accused. 

Inclusion and Regulation of Biometric Information: 

As technological advancements continue to reshape criminal identification methods, the CrPC 

must adapt to incorporate these changes. Sections 5(1) and 73 of the CrPC are particularly 

relevant in the context of biometric information. 

Section 5(1) 13grants the police the authority to arrest without a warrant in certain circumstances, 

emphasizing the need for efficiency in criminal investigations. However, the application of this 

section, especially concerning biometric information, must align with constitutional principles 

and privacy protections. 

Section 73 14empowers the police to take fingerprints, measurements, or photographs of arrested 

individuals. While this provision is crucial for criminal identification, it must be exercised 

judiciously to avoid unwarranted intrusions into the privacy of individuals. Striking the right 

balance between the needs of law enforcement and the right to privacy is essential in the 

application of these sections. 

Relevant Sections in Evidence Laws: 

Evidence laws are equally critical in shaping the admissibility and handling of identification 

                                                      
12 Section 54 in The Code of Criminal Procedure, 1973, Section 54 in The Code of Criminal Procedure, 1973 
(indiankanoon.org)  
 
 
13 Section 5 in The Code of Criminal Procedure, 1973 - Indian Kanoon 
 
14 Section 73 in The Code of Criminal Procedure, 1973 - Indian Kanoon 
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evidence in legal proceedings. 

Admissibility of Biometric Evidence: 

Section 45 15of the Indian Evidence Act, of 1872, deals with the admissibility of opinion 

evidence, including biometric information, in court proceedings. Courts must carefully consider 

the reliability of such evidence, ensuring that it meets the necessary standards for admissibility. 

Balancing the probative value of biometric evidence with potential privacy concerns is a nuanced 

aspect of legal decision-making. 

Protection of Privacy in Evidence Collection: 

Sections 53 16and 161 of the CrPC are instrumental in ensuring the protection of individual 

privacy during the collection and presentation of evidence. Section 53 places restrictions on the 

examination of an accused person by a medical practitioner, emphasizing the need for respect 

and privacy. Section 161 17governs the examination of witnesses by the police, providing 

safeguards to prevent coercion and undue intrusion into the private lives of individuals. 

Understanding the intricacies of the relevant sections within criminal procedure and evidence 

laws is essential for a nuanced analysis of how India's legal framework navigates the complex 

interplay between criminal identification practices and the right to privacy. These legal 

provisions, while facilitating effective law enforcement, also serve as bulwarks against potential 

abuses and violations of individual liberties. As technology evolves, it becomes imperative for 

the legal framework to adapt, maintaining a delicate balance that upholds justice while respecting 

the fundamental right to privacy. 

 

Chapter 3: Legal and policy recommendations for a balanced approach 

As the use of technology in criminal identification continues to evolve in India, it is imperative 

to establish legal and policy frameworks that strike a balance between law enforcement objectives 

and the protection of individual privacy rights. This section outlines several recommendations 

aimed at achieving this delicate balance and ensuring that criminal identification practices adhere 

to ethical, legal, and human rights standards. 

1. Legislative Reforms: 

                                                      
15 Admissibility And Relevancy of Expert Evidence,legalserviceindia, 
https://www.legalserviceindia.com/legal/article-1205-admissibility-and-relevancy-of-expert-evidence.html  
 
16 Section 53 in The Indian Evidence Act, 1872 (indiankanoon.org) 
17 Section 161 in The Indian Evidence Act, 1872 (indiankanoon.org) 
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 Comprehensive Data Protection Legislation: India needs robust data protection 

laws that govern the collection, storage, and use of biometric and other personal 

data for criminal identification purposes. The legislation should be aligned with 

international best practices, such as the General Data Protection Regulation 

(GDPR), and provide individuals with rights regarding their data, including the 

right to access, rectification, and erasure. 

 Regulation of Surveillance Technologies: There is a pressing need to regulate 

the deployment of surveillance technologies, including CCTV cameras, facial 

recognition systems, and drones, by law enforcement agencies. Clear guidelines 

should be established to ensure that surveillance activities are conducted within 

the bounds of legality, proportionality, and necessity, with appropriate oversight 

mechanisms in place to prevent abuse of power. 

2. Safeguards for Biometric Data: 

 Biometric Data Protection Act: Given the sensitivity of biometric information, 

a dedicated Biometric Data Protection Act should be enacted to govern the 

collection, processing, and sharing of biometric data by both public and private 

entities. The legislation should mandate stringent security measures, such as 

encryption and anonymization, to safeguard biometric data from unauthorized 

access and misuse. 

 Biometric Data Retention Limits: Clear guidelines should be established 

regarding the retention period for biometric data collected for criminal 

identification purposes. Biometric data should only be retained for as long as 

necessary and securely deleted once its purpose has been fulfilled to minimize the 

risk of data breaches and identity theft. 

3. Transparency and Accountability: 

 Public Oversight Mechanisms: To enhance transparency and accountability in 

criminal identification practices, independent oversight mechanisms should be 

established to monitor the use of technology by law enforcement agencies. These 

oversight bodies should have the authority to review surveillance activities, 

investigate complaints of abuse or misconduct, and publish annual reports 

detailing their findings and recommendations. 

 Stakeholder Consultation: Policymakers should engage in meaningful 

consultation with relevant stakeholders, including civil society organizations, 

privacy advocates, and technology experts when formulating policies and 
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regulations related to criminal identification. This participatory approach ensures 

that diverse perspectives are taken into account and helps build public trust in the 

legitimacy of law enforcement practices. 

4. Ethical Considerations: 

 Ethics Training for Law Enforcement Personnel: Law enforcement personnel 

should receive comprehensive training on the ethical implications of using 

technology in criminal identification and the importance of respecting individuals' 

privacy rights. Training programs should emphasize the principles of 

proportionality, necessity, and respect for human dignity in conducting 

identification procedures. 

 Impact Assessments: Before deploying new technologies for criminal 

identification purposes, thorough impact assessments should be conducted to 

evaluate the potential risks and benefits, including their impact on privacy, civil 

liberties, and marginalized communities. These assessments should be 

transparent, independent, and consultative, with findings made publicly available 

to facilitate informed decision-making. 

 

Chapter 4: Conclusion 

The comprehensive analysis conducted throughout this study reveals a nuanced landscape at the 

intersection of criminal identification and privacy rights in India. The examination commenced 

with an exploration of the background, setting the stage for an in-depth investigation into the 

challenges and opportunities inherent in balancing these two imperatives. Through a meticulous 

examination of the statement of the problem and the objectives of the study, it became evident 

that the contemporary landscape is characterized by complex legal, technological, and ethical 

considerations. The legal framework in India, as elucidated through constitutional provisions and 

legislative frameworks, provides the foundational principles for protecting privacy rights while 

enabling effective law enforcement. However, the evolving nature of identification methods, 

particularly biometric and surveillance technologies, presents new challenges in ensuring the 

privacy of individuals. Case studies from India and comparative analyses with international 

practices underscore the need for robust ethical considerations and accountability measures to 

safeguard against potential abuses of power. 

In charting future research directions for the nexus of criminal identification and privacy rights 

in India, it's imperative to prioritize several key areas. Firstly, there's a crucial need for 
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interdisciplinary studies that bridge the gaps between law, technology, ethics, and social sciences. 

Such collaborations can offer a comprehensive understanding of the implications of emerging 

identification technologies on individual rights and societal dynamics. Secondly, longitudinal 

research is essential to track the evolution of these technologies and their societal impacts over 

time. Understanding the long-term effects will inform the development of adaptive and rights-

respecting policies. Additionally, research should focus on the intersectionality of rights, 

exploring how criminal identification practices affect broader human rights frameworks beyond 

privacy. This includes examining the implications for freedom of expression, association, and 

assembly. Lastly, studies should prioritize the perspectives and experiences of marginalized 

communities to ensure that future policy interventions are inclusive and equitable. By addressing 

these research priorities, scholars can contribute to the development of robust, rights-respecting 

policies and practices in India's criminal identification landscape.” 
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